
Limiting number of new connections per interval
using iptables
We can also limit number of new connection attempts per interval using iptables. This is required even though we
can limit number of simultaneous connections as, limiting number of simultaneous connections will not solve the
bruteforce problem. Attacker can quickly try different passwords by opening many connections one after another,
such that only two/three simultaneous connections are open at a time.

Hence, to protect against bruteforce we can use module recent which checks for packets in given time interval and
not total running connections at present.

The below sample can be used to ensure that only first three connection attempts to ssh will be allowed in a
minute. All other attempts will get - 'No route to host' error.

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -m recent --name ssh_limit  --set
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -m recent --name ssh_limit --rcheck --seconds 60 --hitcount 4 -j LOG
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -m recent --name ssh_limit --rcheck --seconds 60 --hitcount 4 -j REJECT --reject-with icmp-host-prohibited
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
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